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EDITORIAL

anuary 23, 2012 — Los Angeles Inter-
national Airport. Leigh Van Bryan (26)

=and Emily Hunting (24) are among 319

other passengers disembarking Fligh
#AF-72 Air France from Paris to LAX|
As they’re going through customs,
Leigh presents his Irish passport fo
Admission as a WT under the US Visa

aiver Program, visiting for pleasure,|
He smiles and waits. A light blinks on
a screen — uniformed men exchange|

looks and swoop in. Instead of being
\waved through, Leigh is seized & de-|

tained by Homeland Security - appa-|

®rently because his name has appea-

red on one of their ‘One Day Lookout’
lists. Leigh is puzzled: he runs the ba
at a pub in Coventry and has the ter-

_ rorist profile of a Vice Magazine editor,|
. Still, Homeland Security is concerned

about some of the posts that Leigh
has made on his ‘Tweeter’ accoun
website thingy. Something about ‘des-|
troying America and digging up Mari-
lyn Monroe’s corpse, isn’t that righ
Mr. Van Bryan?’. Leigh shifts around
in his chair and laughs nervously. Hel
tries to explain how he just wants to
the visit the US to have a good time,|
maybe get a little drunk but that’s]
all. He tells the non-smiling men tha
the Marilyn Monroe-tweet is a joke,
a reference to an old Family Guy epi-
sode he saw years ago. Sadly for him,|
Homeland Security agents don’t watch
Family Guy. Emily is also detained and
soon enough, both of them find them-|
selves in separate holding cells in the|
bowels of LAX - being inte
five hours straight. After
searched, bags gutted and ¢
spades & shovels (standar
when dealing with grave rob
men), handcuffed, locked in
cell with Mexican drug mules
riod of 12 hours and finally put
a plane to their country of re

he End.
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“UNDER THE SPREADING CHESTNUT TREEmmisgig: oo ex
- 1SOLD YOU AND YOU SOLD ME”

This story might be funny if it was the
starting premise for a movie starring
Ewan McGregor as Leigh Van Bryan,
a nonsuspecting tourist from the UK

ho finds love & a lesson in online
etiquette before credits roll. Unfortu-
nately, this brilliant piece of domesti
counterterrorism actually featured two
real people who probably had to pou
out a lot of ale to pay for that trip — twoj
people who are so obviously not ter-
rorists that it makes one cringe at the
implied incompetence/obliviousnes
of US border officials (his ‘Tweeter-
account’?). It also makes you wonde
about who’s following you on Twit-
ter — one week after this story broke,)
it became clear that Leigh and Emil

eren’t flagged down by some algo-|
rithmin Homeland Security’s compute
network. They had been snitched the
old-school way - through an anony-|
mous phone call, like in the days off
good old Senator Joseph McCarthy,)
undisputed champion of the domesti
lsmear campaign.

. Edgar Hoover
would have
creamed his
pants in awe
and anticipation.

H

HOUSAND EYES

- So the bad news is that Big Brother

might be ogling your personal life at
any given pointin time. The good news
is that this is not some Orwellian dicta-
torship where political dissent is pun-
ishable by law. We’re living in a free
market democracy — the core mecha-
nism of our politics is dissenting itself.
The key players don’t really care if you
don’t like them or disagree with them.
They usually won’t take the informa-
tion they have onyou and use it to pub-
licly discredit you or throw you in jail
— why create public outrage and jeop-

Jardize your beautifully functional intel-

ligence gathering network over some

small-time dissenters that nobody
#Mwas listening to anyway? Besides, the

Hoarders Of Information are not pub-
lic institutions run by commissars and
government bureaucrats bent on total
conformity — Google, Facebook, Mas-

Jtercard and all other companies han-

dling personal information are private
companies who operate according to
their business model. Now of course
in the capitalist model, the underly-
ing motive of every action and trans-
action isn’t political, it’s economic: its
final purpose is always to make a few
more bucks than you invested. Now
governments can’t be seen to intrude

M (too much) upon their citizen’s privacy

and they can’t be in the business of

Simaking money because that’s a thing

of the private sector. So the players in
the information game are not inert po-

ical institutions but sleekly stream-
lined private companies, weathered
experts at manoeuvring their way to-

J
aged to draw over 900,000,000 mem-

“bers, all of whom voluntarily share

information on themselves with oth-
ers, an impressive feat of information
gathering that law enforcement agen-
cies can only have wet dreams about. J.
Edgar Hoover would have creamed his
pants in awe and anticipation.

HIDING IN PLAIN SIGHT -
FOR OUR EYES ONLY

Point in case: in 2002 Hasan Elahi, a
painter/associate professor at Mary-
land University was detained by FBI
agents in Detroit’s airport after flying
home from the Netherlands: through
an identity mixup, Elahi had become
suspected of keeping explosives in a
Florida storage space. His name had
popped up in the system — and even
though the interrogating officer quick-
ly realized that the blond-haired artsy
type sitting across from him was not
an explosives expert, it took Elahi half
a year of sporadic questioning to con-
vince the FBI that there was no need to
move him to GitMo for a few rounds of
waterboarding and indefinite detain-
ment. After those six months, he de-
cided to keep the Feds updated on ev-
ery single one of his movements him-
self — figuring that there was no way
off the watchlist, he started to keep
an illustrated record of his everyday
life (trackingtranscience.net), claiming
that ‘the best way to protect your priva-
cy is to give it away.’ Callit pre-emptive
counterintelligence: clear your name
before someone e as the chance
to kick dirt on it. years of
steady posting,

turned into a ru

over 46,000 pi

So you don’t live in China and don’t
care about what goes on beyond the
Great Firewall: Ok, back to the morally
decaying business-side of the story: all
the information that is being accumu-
lated will not primarily be used for po-
litical/legal purposes but for economic
ones: they will use every tidbit of data
they can gather on you (think about
how many searches you ran on Google
today — now think about how many
you made in the last 12 years) and run
it through a computer algorithm to as-
semble a profile of who you are. And
as long as you’re not involved in any-
thing too illegal, they’ll only use that
profile to try to sell you something. The
sometimes surprisingly well-aimed
ads on your Facebook homepage are
just the beginning: this technological
evolution is opening up a whole new
horizon for advertisers to exploit and
they’ve only just begun to explore its
possibilities. Never before in history
has the marketing industry had more
tailor-made accurate information at
their disposal. Governments are hope-
lessly outgunned in their thirst for
intel but thankfully for them, they do
still have the police. And if they ask
Facebook about your status-updates
for the past three months, don’t think
for one second that the admins will
take a stand to protect your personal
information. A verbatim quote from
the guidelines for subpoena/search
warrant handling: “Facebook reserves
the right to charge reasonable fees,
where permissible, to cover our costs
in replying to subpoena and warrant
requests.” So sure, your personal life
is still private — but only in the sense
that it is now owned by a private cor-
poration that will sell it to the govern-
ment for a ‘reasonable fee’ when so
requested. The bottom line is that for
as long as you do nothing wrong, the

system will only be used to milk you —
not slaughter you. It is not in place to
counter critical or intelligent though
- don’t flatter yourself by thinking tha
you are being watched because of the
threat you might pose to the plans off
those who pull the strings.

YOU ARE BEING
MONITORED FOR YOUR
OWN SAFETY

For the time being, a big chunk of the
information sector is privately owned
but government is trying to catch up
by inventing new ways of keeping
tabs on you - apart from illegal NSA
wiretaps and CIA venture companies|
investing in sinister software develop-
ment. Obamacare’s RFID-chip (Radio
Frequency Identification) implants are
paving the way for a society where you
personal information will be stored in
a 12x8mm chip implant in your wrist,
available to anybody with a scanning
device dangling from their uniform —
not to mention all the DIY tech-nerds/
hackers/identity thieves. No longe
will you have to pull out a passport at
customs or a credit card at the coun-
ter — they will know you and how much
money you owe them as soon as you
walk past one of the many scanners|
that keep track of your movements and
actions. They will also know where you
are, where you were and most likel
what you were domg and who you

Il find yourselff
ore, trying to
efore the sup-
you’re reading
this one, you’ll

y call ‘an earl
u wouldn’t want

ith paper mone
o cash registers,)
ly, you will have

umping on board
: those who refuse
excluded from the

ith the curse, and
ves have been pret-

exclusively abou
nse of convenience
arted living in stone
ing water. And as the
(and the Occupy Wall
nt) has aptly demon-
y take our protests out
t when we get evicted
ses and into the cold.
will be a hardcore 1% who
off the grid and live in the

the vast majority will plug
the easy life. And for them

e generations that come afte
there will be no turning back.
foreboding words of cybercrime
ert Mikko Hypponen: ‘any right we
ive away now, we give away for good.’

Don’t force it on us
— sell it to us.

Think about it: how many of us would
trade a life of confined comfort for the
endless struggle that is absolute free-
dom? In fact, we have been giving ou

liberties away more and more with
every step taken in the process of ou

own ‘civilization’ — ever since the firs

census was carried out in rural Egyp

in 3304BC. However, the invasion of]
our privacy only becomes a problem
when it is done by governments — then
we feel that our freedom is being sto-
len from us, brutally taken with noth-
ing in return. We revolt and shout and
protest and denounce our dictatorial
leaders. However, if a company puts|
a shiny GPS-device with a camera and
a microphone in your pocket, it sud-
denly becomes a fair deal. We don’t
like to be ruled and bossed around —
but we’re open to any kind of speciall
discount you can offer in exchange fo

our deepest secrets. Don’t force it on
us — sell it to us. We can’t do withou
it anymore: the immediate benefits
by far outweigh the vague threats and
fears that come with it. Also, it helps|
that there are no actual people leaf-
ing through the pages of your Google-
search history: unless you’re planning
to bomb the White House, chances are
your information is exclusively han-
dled by computer algorithms. Face it:
to properly monitor the world popula-
tion manually, you’d probably need
half the people on the planet, and then
who’s going to watch the watchers?
The information flow is increasingl

handled by computers — which means
that the ethics of information flow will

increasingly reflect the ethics of thosef™

info. Or, in the mantra-like words of a
rich and sweaty man: Developers, de-
elopers, developers.

Critical note: the CIA has dubbed Face-|
book ‘a dream come true’ — a state-
ment that becomes more like a proph-
ecy that has fulfilled itself when you
start connecting the dots between the|
world’s most controversial intelligence)
agency (Watergate, Iran Contra, ever
assassination plot since JFK...) and the
world’s fastest growing illustrated en-|
cyclopedia of everybody’s personal in-|
formation. In 2005, Facebook received
a $12,000,000 investment from Accel
Partners, a private venture firm tha
invests in growing technologies and
funds companies through their growth
stage. Accel is managed by Jim Breyer,
Forbes’ number one on the Midas List}
in 2011 & 2012 and also former chair-|
man of the National Venture Capitall
Association where he served on the
board with a man by the name of Gil
man Louie. Louie is the CEO of In-Q-Tel,
@ venture capital firm that was funded
by the CIA in 1999 and is heavily in-
ested in ‘data mining technologies’ —
developing computer algorithms tha
look for information gems in the over-
kill of useless data that is the internet.
Note that there is no direct govern-
ment research into these programs:
investors in the US have learned tha
it’s best to let the nerds do what they
are good at until they reach a certain

lev in with a big

N

suitcase of money and piggyback the
whole operation when it starts to loo

promising. Of course, the connec-
tion between the CIA’s personal ven-
ture firm and Facebook’s rise to glor

is as suggestive as it is deniable, buf]
even if In-Q-Tel did not invest directl

in Facebook, the fact remains that the
company has invested millions of dol-
lars ($30 million annual budget) into|
@ wide variety of private software de-
velopers — for example the Las Vegas-|
based SRD, a company that develops
programs aimed at identifying casino
card cheats through ‘link analysis’ -
biometric software that scans you

face and uses it to track down who was
your college roommate 10 years ago.
All paranoia aside, the intelligence
game is a profitable one to be in: Ac-
cel’s $12 million Facebook investment
has paid off nicely. The company’s 190
million Class-B shares are now good
for over $9 billion.

HAHA DISREGARD THAT,
| SUCK COCKS

So as your privacy evaporates intol
thin air with every new app you in-
stall on your smartphone, the inter
net is also mutating the concepts of]
identity and privacy themselves b
giving us a whole new public arena

in which we can present ourselves in
pretty much whatever way we like.

Why settle for who you are when you

f £

could be so much more? Single? Go
to girlfriendhire.com (seriously, do it)
and pick out a girl who you can pay
$5/month to be your online girlfriend
(service description entails official ‘X
is now in a relationship with Y’ status,
romantic wall-posts and even private
messages to female friends or ex-girl-
friends to generate feeling of jealousy,
fear and humiliation). Yes, the internet
is truly connecting us in ways never
before witnessed — like on Christmas
Day 2010 when charity worker Simone
Back posted a status update saying
‘Took all my pills be dead soon so bye
bye every one.’ and none of her 1,082
friends managed to find out if she was
telling the truth of just fishing for em-
pathy. As it turned out, Simone wasn’t
bluffing — she died in her apartment as
her friends discussed the authenticity
of her claim on her message wall. Tech-
nically speaking we are more connect-
ed than we ever were: you can pretty
much keep track of who had what for
breakfast when — but it can be dis-
cussed whether or not that develop-
ment is bringing us closer together or
just making us more irritated with each
other. Maybe that’s why the list of
countries that have reported incidents
of live online suicides now includes
not only Japan and China but also Aus-
tralia, Norway, Sweden, Canada, Ger-
many, the UK and the US. At the same

~ time, the story of your life now comes

in a .zip format for everybody with ad-
ministrator righ

who build the codes that handle the
U

o critics, Hoover tended to exaggerate the dangers of these alleged subversives and many times overstepped his bounds in

his pursuit of ellmmatlng that perceived threat. He used the FBI to harass polltlcal dissenters and actlwsts to amass secret
£ b |
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To be completed in 2015.

HOW TO DISAPPEAR COM PLETELY

AND RIDE THE TRAIN FOR FREE.

Second to only the internet, Japan’s
rail transport system is the largest
inhabitable network on Earth. The To-
kyo metro alone carries some 15 bil-
lion passengers per year within it
cramped interiors. If you’re counting,

that’s more than double the entire hu-f&=

man species jamming itself into a train
every morning and creating a universe
of steel and flesh unto itself.

As with any large system, Japan’s com-
muter railways have attracted hack-
ers, phreakers, and all other brand

of weirdo. The most generic of these]
is the scammer — those bold individu-
als who refuse to pony up train fare
and game the system for free passage
across the archipelago.

Unlike hackers, the rail scammer doe

not belong to community. He com-
mits his acts in psychological privacy,
mostly for reasons of thrift, and some-
times to achieve the sensation of co-
vert liberty that comes with shirking
the rules of the game. Within the scam-
mer cohort, the most curious subset is
the “ghoster”, a type of scammer-elite
who ride the trains not because they’re|
broke, but for abstract philosophica

ons that are impossible to
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& Japanese style toilet on a Ginga train. The Ghoster's sanctuary on his quest to d[s_appear.
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al express train there wi
ets side by side. So ifa pa
opens the door, just act sta
and they’ll be incredibly embarra
and will hurry off to the next stall.
they’ve gone, look around. Are th

any agents nearby? No? Good, now
you can lock the door.

While the train is moving it is fine to
have the door locked as long as other
passengers don’t start lining up out-
side of it. Even though there will be
a number of toilets on your train, for
some strange reason you will encoun-
ter certain people, typically fuzzy-
haired women of an older age, who
will stand outside your toilet until you
leave.

So be aware of what is happening out-
side the toilet even when the door is
locked. The age of the train will dictate
the design of the door, but most doors
will have some sort of small hole or
crack which you will be able to see out
of. This is your porthole.
Once you’ve set up camp in the toilet,
wait for the outside to be clear and
take some time to absorb the train’s
layout. Ghosting trains is a game of
angles, so make note of available sur-
face reflections that will allow you to
see around corners.
Peer down the aisles and make sure
there are no agents in the vicinity, then
check fo poks and crannies
(phon etc.) that
iven the
an be
t, so
to
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